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The terms digital forensics 
(DF) is defined as “The 
application of scientifically 

proven and tested strategies in 
terms of preservation, compilation, 
authentication, identification, study, 
interpretation, recording, and 
presentation of digital evidence obtained 
from several digital sources in order 
to ease or further the reconstruction 
of criminal events, assisting in the 
detection of unethical practices that 
have been shown to be adverse to 
scheduled operations. Demand for DF 
are becoming increasingly significant in 

today’s world. DF investigation protocols 
support in collecting critical data from 
a compromised computer system. And, 
businesses depend mostly on computers 
and mobile devices and the Internet 
nowadays. Moreover, it is essential to 
gather the necessary evidences from 
these devices. To promote or refuse any 
reasoning, an investigator might have 
information about the incident, where 
the digital evidences should be obtained 
from the connected systems. It’s crucial 
to understand how to retrieve digital 
data that may be useful to investigators. 
Though, the existing human resources 
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Most data, including books, images, photographs, medical records, and even 
human genetic material, has moved to digital formats in recent years. Laptops, 

smartphones, and connected devices are the primary sources of this digital data 
transformation, and they are quickly becoming an integral part of our everyday lives. 
We are becoming a soft target for different forms of cybercrime as a result of this 
transition. Digital forensic investigation allows you to retrieve files from a suspect’s 
laptop that have been accidentally removed or hidden. The available manpower 
and government resources, however, are insufficient to investigate cybercrime. 
Unfortunately, current automated forensic protocols and practices necessitate a lot 
of human contact, which slows down the process and slows down the rate at which 
digital crimes are committed. Over the last few years, the use of Artificial Intelligence 
(AI) in Digital Forensic Science (DFS) approaches to cybercrime investigations has 
gotten a lot of attention. Traditional DFS techniques are no longer applicable to Digital 
Forensic (DF) investigators, as they frequently require a DF investigator to manually sift 
through data in order to locate relevant evidence. In order for Digital Forensic Science 
to keep up with the demands, which are compounded by Big Data, more intelligent 
Digital Forensic investigation techniques are needed. The main focus of our paper is 
to conduct a thorough study of the various AI algorithms and their implementation 
specifically in Digital forensics. 	
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and other available resources are insufficient to 
adequately prosecute digital crimes committed on 
digital devices.

Furthermore, current digital forensic 
techniques and methods necessitate a high level 
of human involvement, which speeds down the 
process in comparison to the rate at which digital 
crimes are committed. The majority of data is 
now gathered using digital devices and websites 
confiscated from criminals, or accessible on the 
Internet or exchanged by telecommunication 
companies. Forensic investigators should gather 
and examine information to determine where the 
crime is committed, who the criminal is, whom 
the criminal is targeting, whether the criminal 
is committing the crime, and how the crime 
happens. Thus, DF is a branch of criminalistics 
concerned with identifying, acquiring, preserving, 
analyzing, and presenting the information content 
of computer systems, or digital devices in general.

It’s important to understand how AI is used 
when investigating AI as a weapon of crime. 
Investigators can compile and evaluate the dataset, 
training model, learning model, inference model, 
and implementation of the AI method used to 
commit a crime. Investigators should be able to 
understand the purpose of using AI’s function 
after examining it. It is essential for investigators 
to be able to distinguish between the developer’s 
objective and the AI outcome. AI programs, 
unlike conventional programming, frequently 
have unintended consequences. Since several AI 
models exploit random weights in the learning 
process, AI parameters are often calculated 
with randomness. As a result, while using the 
same dataset and learning model, programs 
with different parameters and outputs can be 
developed. It would be difficult to prove if AI was 
used as a tool, how AI was used, and how much 
damage AI caused because investigators would be 
unable to investigate the case. 

an overview

By 1970, digital forensics, also known as 
electronic forensics, had been introduced.1 The 
financial crime is found in the first investigation 
using the criminal’s computer. In 1996, the first 
electronic fraud was reported. In 1996, the initial 
computer crime was identified in Texas, which 

ended in a five-year sentence.2 With the growing 
popularity of the Internet, computer-based digital 
crimes began to increase in 1990. At the end of 
1990s and beginning of 2000s, computer forensics 
emerged as a separate discipline. According to 
CSI surveys, nearly 46% of respondents have 
been impacted by computer crimes in some way.3 
According to a Gallup poll from 2010, 11% of 
American adults have been victims of Internet/ 
Computer related crimes. And, the ratio is upto 
6–8% high compared from the previous seven 
years. According to a study conducted by the 
“Australian Company Crime Survey,” financial 
fraud and data breaches reached A$2,000,000 in 
2006.4 According to the Company Crime Survey, 
financial fraud and data breaches cost the company 
A$ 2,000,000 in lost revenue. With the emergence 
of various digital devices and their growing use for 
investigative purposes, the term “digital forensic” 
has become very common.

DF is a legal discipline that deals with the 
research, identification, conservation, security, 
extraction, recording, and other forms of digital 
data treatments. The aim is to transform the data 
to be assessed as part of a criminal or civil case after 
it has been processed into an information using 
appropriate types of reasoning. Consequently, the 
DF is a division of criminalistics whose practices 
are aimed at illustrating the presence of digital 
evidence related to the completion of a prosecution, 
or even prior to the investigative processes. It is a 
method of analyzing digital phenomena with the 
help of science and technology. Theories may also 
be used legally to address concerns about events 
that have occurred. DF has rapidly carved out a 
massive presence in business environments, with 
the aim of highlighting breaches of industrial 
secrets and/or security policies, as well as dealing 
with cyber incidents.

For the past two decades, global use of mobile 
smart devices has shot up dramatically, and they 
have become an integral part of our everyday lives. 
The word “smart computer” refers to a wide range 
of devices such as smartphones, laptops, GPS, 
tablets, and so on. Because of their processing 
power, large storage capacity, and low cost, these 
smart devices have become increasingly common. 
As a result, they can store a massive amount of 
commercial and personal data. These devices play 
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an indispensable role in our everyday lives because 
they store users’ personal and vital information. 
As emerging technology such as digital devices 
and the internet become more predominant 
nowadays, so the number of digital crimes also 
increases. At last, we’re becoming victims of a 
variety of cybercrime and cyber attacks.

conclusion

In today’s world, technology advances at a 
breakneck pace, and we are constantly exposed to 
new innovations. AI is one of the most interesting 
areas of computer science, with a bright future. AI 
has the ability to make a computer function like a 
person.

Software forensic tests require the ability to 
analyze vast volumes of data in a timely manner 
in order to find relevant evidence during criminal 
investigations. Time and resource constraints, both 
computational and human, have a negative effect 
on the outcomes. As a result, better utilization of 
available resources is needed, in addition to the 
capabilities of currently used forensic equipment. 
The use of Artificial Intelligence in computer 
forensics is described in this paper. This system 
is made up of specialized intelligent agents that 
operate based on technical domain experts’ 
expertise. Their aim is to interpret and compare 
the data found in an investigation’s evidences, 
then show the most interesting information to 
the human investigator based on their experience, 
minimizing the amount of data that must be 
individually examined. The correlation function 
aids in the discovery of ties between evidences 
that a human expert might overlook, particularly 
given the large amount of data involved. The 
preservation, collection, and analysis of evidence 
found in digital storage media are all steps in 
the forensic investigation of computer systems. 
In a criminal investigation, digital evidence may 
be crucial in cases involving child trafficking, 
document forgery, tax evasion, and even 
terrorism. The relentless growth in the ability of 
digital storage media, as well as their widespread 
presence in everyone’s everyday lives, has resulted 
in an increase in demand for such tests, as well as 
the amount of data to be examined. Furthermore, 
the existing collection of forensic methods is 
insufficiently efficient when it comes to evaluating 

a large number of evidences and correlating the 
results. As a result, the work of computer forensic 
experts is extremely time consuming. Since most 
forensic instruments lack distributed processing 
capabilities, the computing resources needed to 
conduct such investigations are also a concern. To 
deal with the three issues listed above, a variety of 
approaches5 have been proposed: (i) a reduction 
in the number of evidences to be investigated, (ii) 
proof correlation, and (iii) forensic examinations 
computational work distribution. As a branch 
of the forensic sciences, digital forensics is 
confronted with new challenges as potential 
digital evidence grows and expands.6 Innovative 
methods for automated investigations are being 
developed at a rapid pace in the fields of computer 
science and information technology. Algorithms 
and techniques for machine learning are used 
in a wide range of applications. In order to work 
more effectively, machine learning engineers 
and forensic analysts must have a thorough 
understanding of the algorithms in use, how they 
work, and how they learn from raw data. Digital 
forensics7 is becoming a more advanced topic, as 
well as an important field that often necessitates 
the analysis and extraction of a large amount of 
complex data from a crime scene. Examining 
digital information of the committed crime to 
be used as legal proof in a court of law is part of 
a digital forensic investigation. In the process of 
collecting and analyzing digital data, a variety of 
machine learning algorithms and techniques can 
be useful. Machine learning can improve this 
method by allowing it to deal with large amounts 
of data in a short period of time while maintaining 
a high degree of accuracy and producing high-
quality results. 
Algorithms of AI and ML in Digital Forensic
AI systems have made tremendous progress in 
solving increasingly complex computational 
tasks using machine learning as the core 
technology, making them crucial components of 
human society’s future growth.8 However, as ML 
algorithmic models chase prediction precision 
and become increasingly implicit, explainability 
becomes a challenge for black-box techniques like 
ensemble methods and deep neural networks.9 An 
examination of current ideas about the application 
of artificial intelligence technology in forensic 
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communities. Adopting online personae, known 
as socialbots, that act like humans is a prime 
example of malicious AI use.11 

Table 1 describes the difference between the 
conventional forensics and digital forensic using 
AI techniques. Although the original goal of 
socialbot was to increase public awareness and 
collaboration, it has also been used for malicious 
purposes including phishing, fraud, and political 
manipulation of online social media campaigns.12,13 
Since it is based on a single user’s past activities and 
public profiles, detecting the malicious socialbot 
has become a computer security problem. When 
malicious socialbots are programmed to carry out 
a political attack, according to social science, the 
technique has the potential to influence or inflame 
public opinion. 

Some researchers claim that malicious hackers 
have already begun to use AI to improve their 
hacking skills and create new forms of cyber 
attacks. Financial frauds, cyber terrorism, and 
cyber extortion are all popular cybercrime 
techniques that have been enhanced with AI. 
When attempting voice phishing, for example, 
hackers can fool victims by convincingly imitating 
the voice of the victims’ relatives or friends.14

In comparison to previous research, Brundage 
et al.,15 concentrate on the potential problems 
that particular techniques can cause. They looked 
at three different shifts in the threat landscape: 
the proliferation of emerging threats, the rise of 
new threats, and a shift in the threat’s traditional 
cost-cutting approaches (for example, mass spear 
phishing) allow attackers to invade more targets, 
resulting in the spread of established threats. The 

science reveals that they are almost always linked 
to one of the following areas: Traditional peer 
research capacity building; algorithmizing of the 
crime investigation process; crime prevention 
(recognition of signs of imminent crime, etc.). 

The described directions are focused on 
processing big data with machine learning 
elements that operate within a limited number of 
parameters to a greater extent. We are currently 
not considering the use of artificial intelligence 
in these areas in its entirety, since only a portion 
of the abilities inherent to the human intellect 
are used [10]. Simultaneously, technological 
advancements would inevitably lead to the 
creation of more advanced approaches that offer 
new artificial intelligence capabilities comparable 
to human intelligence.

Inductive reasoning and deductive reasoning 
are the two key methods used to characterize ML 
forensics:
i.	 Inductive Reasoning is based on a broad 

understanding of particular data. The 
knowledge gained is fresh and does not 
preserve the facts. This means that new 
information will invalidate previously acquired 
knowledge. There isn’t a single well supported 
hypothesis.There are numerous objectives 
in this field, including the need to discover 
general concepts from a limited collection 
of examples. The examples are referred to 
as “experience.” The foundation for this is to 
look for common characteristics in different 
instances. Inductive learning is the foundation 
of these approaches.

ii.	 Deductive Reasoning derives insight from 
well established logic techniques. Deductive 
reasoning uses well established techniques 
to derive information from experience. The 
information is not fresh. However, it is implied 
in the initial understanding. Established 
knowledge and its foundation in mathematical 
logic cannot be invalidated by new knowledge.

AI has been studied in a variety of academic 
settings, as mentioned in the introduction. 
From different viewpoints, this section discusses 
research on the AI security threat and AI-related 
crime. We also look at cybercrime as identified 
by the cybersecurity and digital forensics 

Principle	 Traditional Forensics	 AI Forensics
Meaning	 When gathered, the facts	 During the learning process,  
	 and context remain unchanged. 	 the interpretation of the AI  
		  system changes.
Errors	 In forensic method, errors may be reported
Transparency and  
trustworthiness	 Several approaches have	 It’s needed for the AI forensic 
	 been tried and proven.	 process to be verified.
Reproducibility	 It demonstrates a high degree of	 Even using the same dataset  
	 consistency in quality	 and learning model, it would be 
		  impractical.
Experience	 There is a wide range of research.	 It should be researched. 
	 and education available
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cost of tasks that require human labor can be 
reduced because of the AI system’s scalability. New 
threats can emerge in order to complete tasks that 
humans are incapable of completing (for example, 
imitating individual voices or controlling multiple 
drones).16 The typical character of threats may 
change as highly successful AI attacks become 
more widespread.

King et al.,17 offered a fresh take on AI defense. 
They are raising a threat by using the word ‘AI 
crime.’ AI crime includes trade, financial markets, 
and insolvency (e.g. market manipulation, price 
fixing, collusion), toxic or hazardous substances 
(e.g. drug distribution, selling, purchasing, 
possessing banned drugs), and crimes against 
individuals (e.g. harassment, torture), Theft 
and fraud, forgery and personation (e.g., spear 
phishing, credit card fraud). They asked that 
each of the offenses be labeled as having one or 
more threats associated with it. They focused 
on human nature when classifying AI security 
risks: emergence, transparency, surveillance, 
and control.The psychology danger, for example, 
means that AI can influence a person’s mental 
state to the point that it promotes or triggers 
illegal behaviour.

Concerns about AI privacy resulting from the 
processing of personal data have been the subject 
of some study. AI applications in healthcare, 
banking, and education, according to Li and Zhang 
[18], can lead to privacy concerns. Developers 
want to obtain as much data as possible because 
the quantity and quality of training data has a 
huge effect on AI performance. According to Li et 
al., the collection of detailed data entails inherent 
privacy risks.

The previous study has three implications for 
AI stakeholders. First and foremost, researchers 
and engineers should be aware that, due to AI’s 
dual-use nature, the device could be used to 
conduct illegal acts, even though it is intended for 
legitimate purposes. Since artificial intelligence 
is a double-edged sword, anyone working in this 
area must adhere to strict professional ethics. 
Second, completely new forms of security threats 
that have never been considered before will arise.

Since AI may perform tasks that were 
previously thought to be difficult for humans or 
conventional systems to perform, the risks may 

be outside the reach of current threats. To avoid 
AI security threats and respond to AI crime, AI 
researchers should collaborate with experts from 
other fields. Finally, the cybersecurity sector’s 
trials and tribulations could help the AI security 
field. Predictable AI crimes are inextricably 
related to cybercrime, as previously mentioned 
in previous studies. This object has two functions. 
The presence of ICT led to the emergence of 
cybercrime; the current state of AI security is 
similar to that of cybersecurity in its early stages.

Comparative study on various AI applications 
in Digital Forensics
The use of artificial intelligence (AI) improves the 
chances of detecting and investigating cybercrime. 
This enables forensic experts to get to the root of 
the problem rapidly and effectively.

AI aids in the quick resolution of a crime 
and saves police a lot of money. This will allow 
them to concentrate more on the areas where 
cybercrime is most likely to occur. By sifting 
through unstructured data collected by police, AI 
can identify suspicious and criminal activity.

Cognitive-Data Analytics is a form of AI that 
allows you to quickly digest and analyse data. It 
can also make it easier for investigators to search 
through criminal records and find possible 
suspects. 19

AI will assist in the recognition of specific 
elements in images and videos that are being 
investigated. AI may also assist in identifying 
commonalities in contact, place, and time. This 
allows authorities to pinpoint the location of the 
next crime or incident.

Here are some AI techniques that have an 
effect on digital forensics: 

Knowledge Representation
This has to do with what a computer program 

needs so that it intelligently executes tasks, and 
also how quantitative methods can feed this 
information to the program. It can be used to 
develop better strategies for defending against 
cyber attacks.

Expert Systems
This clarify why certain processes are carried 

out and the findings reached during the digital 
forensic’ investigation. It enables an individual to 
examine and criticize the process and reasoning 
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employed. This can reveal shortcomings in the 
methods used to draw conclusions. They also 
make data processing faster.

c)  Pattern Recognition
In an investigation, this distinguishes specific 

types of data clusters. It can be used to identify the 
contents of pictures, spam emails, and directories 
on hard drives that contain suspicious files. When 
used in conjunction with information exploration, 
it can help analysts spot trends in massive 
quantities of data.

Some Artificial Intelligence Techniques that 
Can Aid in Digital Forensics:
a) This recognizes, restricts, and removes threats 

using live forensics. It’s also a good idea to 
scan criminal history to see who could be 
responsible.

b) Data recovery is the process of restoring data 
that has been lost or destroyed. In digital 
forensics, this is an important technique for 
retrieving possible evidence.

c) Password recovery is crucial during forensics 
when password-protected files are to be 
accessed. It gives you access to these files, 
which can be presented as evidence.

d) Investigators may use known file filtering to find 
files that are important to their investigation.

e) Investigators may use a timeline analysis to 
see the sequence of events that led up to the 
incident under investigation.

In view of the above, we can see how AI can 
help forensic analysts in a variety of ways. It 
removes the need for investigators to sift through 
various data sources, saving them precious time 
and effort.

conclusion

After discussing the use of AI and its possible 
applications in forensic science and criminal 
investigation to support forensic scientists, police 
officers, and security personnel, it is obvious that 
Artificial Intelligence applications or software can 
assist investigators in greatly reducing the amount 
of time spent on various tasks at various stages 
of an analysis and investigation. Saving time will 
eventually lead to increased efficiencies in the 
disposition of cases, potentially contributing to 
the goal of reducing the number of cases that 
are pending due to sluggish and complicated 
investigation procedures. More precision, 
competence, and a lack of prejudice would 
ultimately lead to proper criminal justice. To make 
forensic investigation techniques more advanced, 
scientists and researchers have been designing 
more AI-based software programs and devices. 
Our forensic investigation and predictive policing 
systems as well as our security and defense systems 
will benefit from new advances in AI. 
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