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Abstract
This study aims to examine the comparative analysis of offline scanned documents and 

digital images to detect alterations by analyzing their histograms. In the digital age, document 
manipulation significantly threatens document authenticity. By leveraging histogram 
analysis, which provides a visual representation of pixel intensity distribution, this study 
seeks to identify differences between altered scanned documents and original digital images. 
The primary objective is to develop a reliable method for detecting document alterations 
by comparing histograms. Alterations made to documents can affect the pixel intensity 
distribution, leaving detectable traces within the histogram. Through meticulous analysis of 
these histogram variations, this study aims to establish a dependable baseline for identifying 
suspicious or fraudulent documents.

Keywords: Digital Forensics; Digital Document; Computer Manipulated Documents; 
Alteration; Histogram.

Original Article International Journal of Forensic Science
Volume 7 Number 1, January–June 2024

INTRODUCTION

A digital document is any piece of information 
that has been written down in such a way 

that a computer or other electronic device is 
required to display, interpret, store, and process 
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it. Electronic mail communications, documents 
(text, photos, and spreadsheets), and audio-visual 
documents (jpeg, png, etc.) are all included in this.1

Digital papers, however, are simple to replicate 
and falsify, unlike their analog counter parts. The 
information that a picture represents may be 
quickly created, altered, and modiÀed in today’s
digital environment without leaving any evident 
signs of these activities.2 This has led to signiÀcant
uncertainty over the validity and dependability of 
digital materials. Even for a non-expert, due to the 
advancement of digital photography and powerful 
image modiÀcation tools, it is now fairly simple to
create convincing forgeries of digital photographs.3,4

The majority of the time, forgers modify numbers, 
letters, or words by copying and pasting them into 
digital software that is freely accessible on Google, 
changing the document’s meaning in the process.5,6,7

A document can be altered by changing its content, 
layout, or overall structure. It is possible to achieve 
this by adding, removing, or changing text, photos, 
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tables, charts, and other document components.8-10

There are several reasons why a document could 
need to be changed. It would be immoral and may 
be unlawful to change facts in a document with the 
goal to deceive or mislead, for instance.

In the digital age, the proliferation of electronic 
devices and advanced image editing tools has 
given rise to concerns regarding the authenticity 
and integrity of visual information. Both ofÁine
scanned documents and digital images serve as 
critical components of modern communication, 
and their potential for manipulation has serious 
implications across various domains such as legal, 
forensic, historical, and artistic contexts.11,12 As a 
result, there is a rising demand to create efÀcient
and trustworthy techniques for identifying changes 
to these digital representations.

Histograms may be used to evaluate information, 
identify patterns, and acquire an understanding 
of how the data are distributed.13,14 Using image 
histogram, the following study largely focuses 
on how documents are graphically represented 
as digital pictures, including ofÁine scanned
documents, and how to check for changes using the 
Image Histogram function of digital software named 
Irfan View. An effective tool for visualizing the 
tone distribution of an electronic image is the image 
histogram. It shows the frequency of the intensity 
value of each pixel, which in grayscale photographs 
generally ranges from 0 (black) to 255 (white).15-18

The analysis of graphical representations of 
documents as digital photographs is one particular 
use of image histograms. This project’s main 
objective is to convert ofÁine, physical document
scans into digital images that can be processed and 
examined using different software tools. This type 
of context calls for taking advantage of the “Image 
Histogram” function of the software Known as 
Irfan View. The histogram produced provides 
a graphical representation of the document’s 
pixel intensity distribution.19 Researchers may 
examine the readability and intelligibility of the 
scanned text overall, Ànd out how often bright
and dark tones are present in the document, and 
spot any potential picture quality problems by 
looking at the histogram. The image histogram 
can be used to identify changes or alterations in 
the scanned document. This is particularly useful 
for detecting forged or manipulated documents,20

as any signiÀcant deviation from the expected
histogram distribution may indicate tampering or 
modiÀcation.

METHODOLOGY

Tostudy the comparativestudyofofÁine scanned
documents and digital images for alteration using 
analysis of histograms, this comparative study was 
divided into two phases.

Phase-I, In Phase I, certain papers that are often 
utilized by forgers were chosen. The adjustments 
were created using GIMP software after the source 
documents were scanned at various DPIs.

Phase II, Image histograms of both original and 
modiÀeddocumentswillbeusedtocomparehistogram
values in the online free software called Irfan View.

Collection of Sample

It involves working with a 10 scanned document 
(Mark sheet) that has been scanned at various DPI 
(dots per inch) settings, including 100 DPI, 200 DPI, 
300 DPI, 400 DPI, and 500 DPI.

Manipulation of Sample

Using GIMP, the scanned document was opened, 
and a sample copy was created by selecting the desired 
DPI setting. Once the sample copy was generated, 
modiÀcations could be made to the document. The
modiÀcations involved altering certain numerical
values by increasing them, adjusting the spacing 
between numerical values, modifying grades, and 
even changing background colors. These changes 
were implemented using tools provided by GIMP, 
such as the cut and paste method.

Analysis of Sample

After that, the histogram value of the modiÀed
version of the document was checked using a free 
online program called Irfan View. By graphically 
displaying the distribution of pixel intensities 
within the image, the histogram demonstrated 
the tonal range and contrast of the picture. Once 
the histogram value of the altered document was 
obtained, the same process was repeated to check 
the histogram value of the original document. 
By comparing both the original and altered 
document’s histogram values, it became possible 
to observe any changes that had occurred.

RESULT& DISCUSSIONS

The determination of histogram values for 
the allegedly changed picture and the supplied 
Standard image.

Pina Patel, Chhote Raja Patle, Anuwanshi Sharma et al. Comparative Study of Offline Scanned 
Documents and Digital Images for Alteration Using Analysis of Histograms



 International Journal of Forensic Science / Volume 7 Number / January–June 2024

65

Table 1: Analysis of Standard and Altered Sample No. 1 and 2 at various DPI (Source: Images provide by author)
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Sample 1 Sample 2

DPI Standard Altered Standard Altered

100

Result

200

Result

300

Result
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400

Result

500

Result

The analysis focused on the histograms of the 
documents to identify any potential alterations or 
manipulations. Alterations in digital images were 
more diverse and often involved digital editing 
techniques. Common alterations included cropping, 
resizing, color adjustments, and image composite. 
Histogram analysis proved to be an effective 
method for detecting these alterations by revealing 
anomalies in the pixel value distribution. This could 
indicate that there was an increase in pixel intensity 
or a shift towards brighter or darker tones in the 
modiÀed sample when compared to the reference
sample. The analysis involved examining the 
reference (unaltered) sample and altered samples 
at various resolutions, including 100 DPI, 200 DPI, 
300 DPI, 400 DPI, and 500 DPI. In each case, it was 
observed that the histogram values showed an 
increase, indicating that the alterations made to the 
samples had an impact on the distribution of pixel 
values throughout the document. This expanded 
analysis further reinforces the effectiveness of 

histogram analysis as a valuable tool for detecting 
alterations in both ofÁine scanned documents and
digital photographs. By comparing the histograms 
of the reference and altered samples at different 
resolutions, it becomes possible to identify changes 
in the distribution of pixel values and unveil 
potential manipulations.

Histogram analysis is particularly useful because 
it provides a visual representation of the frequency 
or count of pixel intensities within an image. This 
means that any alterations or modiÀcations made
to an image, whether intentional or unintentional, 
can be detected by examining the changes in the 
pixel value distribution. Any signiÀcant deviation
from the reference sample’s histogram can indicate 
potential tampering or unauthorized modiÀcations.

The analysis highlights the importance of 
histogram analysis as a powerful technique for 
uncovering image manipulations. It provides 
forensic experts, researchers, and investigators 

Pina Patel, Chhote Raja Patle, Anuwanshi Sharma et al. Comparative Study of Offline Scanned 
Documents and Digital Images for Alteration Using Analysis of Histograms



 International Journal of Forensic Science / Volume 7 Number / January–June 2024

67

with a reliable method to assess the authenticity and 
integrity of digital images and scanned documents. 
By leveraging histogram analysis, professionals 
can enhance their ability to detect alterations and 
ensure the credibility of visual evidence.

CONCLUSION

In this work, the comparison of ofÁine scanned
papers and digital pictures is used to look for 
changes using histogram analysis. Document 
authenticity faces a serious threat in the digital age 
from document tampering. The study tries to Ànd
differences between changed scanned documents 
and original digital pictures by using histogram 
analysis, which graphically depicts the distribution 
of pixel intensity. The major goal is to develop a 
trust worthy approach for identifying document 
changes by comparing histograms. Document 
changes may affect the histogram’s pixel intensity 
distribution and leave recognizable traces. By 
carefully examining these histogram variances, 
the alterations made following these comparison 
studies may be quickly identiÀed by contrasting
histogram values.
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